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Purpose
This policy aims to inform students, staff, and parents about the proper use of social media 
and the associated privacy considerations. Users must avoid any actions that could harm 
the school’s interests. The policy ensures fair and consistent treatment for all stakeholders. 
It has been written with reference to current guidance relating to cybercrime within the 
state of Qatar and consideration of international best practice.

Aims of the Policy 
•	 Safeguard the reputation of the school, its staff, and students, ensuring all stakeholders 

understand their roles.
•	 Protect all students and promote their well-being.
•	 Prevent users from facing risks due to their actions.
•	 Promote effective use of employee time, minimising distractions from assigned tasks.
•	 Encourage respectful, positive, and constructive use of social media.
•	 Ensure compliance with school rules, treating all employees fairly and consistently.

Policies
Responsibilities of Staff

•	 Any social media account using the school’s name, logo, or any affiliation that is not 
officially approved should be reported.

•	 Staff must report any inappropriate communications involving students on social 
media to relevant staff immediately.

•	 Staff should not discuss students, colleagues, or family matters or criticise the school 
on social media.

•	 Caution is advised when engaging with colleagues, parents, and volunteers online; 
breaches of privacy laws can occur even without sharing names. School reputation 
breaches may lead to disciplinary actions.

•	 Content on any approved social media account must be professional and positively 
reflect the school.

•	 Approval must be obtained from authorities before assisting students with website or 
blog development, and passwords must be shared with the designated supervisor.

•	 Any inappropriate comments or abuse observed on official social media should be 
reported to the Online Safeguarding Lead.

•	 While respecting staff privacy and expression rights, staff must also protect the privacy 
of colleagues, students, parents, and others.

•	 Staff developing websites or blogs mentioning the school must obtain prior approval 
and inform their Divisional Principal.

•	 Positive contributions to the school’s social media, such as Twitter, are encouraged.
•	 Confidential information about the school, including services, programs, financials, 

strategies, or other sensitive workplace details, must not be shared.
•	 Staff are not permitted to post videos or photos of children at the school although the 

sharing of posts from the school’s official accounts is permitted. 
•	 Staff should set up privacy settings on their personal social media accounts to help keep 

their professional and personal lives separate and to protect the school’s reputation.
•	 If staff choose to share details of their professional practice on platforms like LinkedIn, 

they must ensure that students’ identities are fully protected, and all posts should reflect 
the school in a positive light. No student names or identifying information should be 
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used and students’ faces (if visible), should be blurred or covered with a sticker
•	 Staff members are not permitted to connect with current students on personal social 

media and are encouraged to apply professional judgment when connecting with 
graduated students on any appropriate platform (i.e. LinkedIn).

Responsibilities of Students & Parents
•	 Parents who observe inappropriate social media use involving their children or others 

should report it to the school for appropriate action.
•	 The school is not liable for any misuse of published photographs by parents or students. 

Standard practice is to publish only first names or initials with permission.
•	 Concerns about the school, its students, or staff should be addressed directly with the 

school, not on social media.
•	 Students should report inappropriate posts by peers to the school to prevent potential 

issues.
•	 Students must seek permission from the Divisional Principal or Head of School for any 

social media accounts or websites using the school’s name or logo.
•	 Positive contributions to the school’s social media are welcomed.


